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Abstract

This is a User Guide for the SmrtGuard Android Application and Web Application. This guide details
the application features and how to use them.
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1. Features Overview

_ ~,
SmrifGuard

Anti-Spam ‘
Anti-Spyware

Backup 5 W.‘.M(-.,.,ﬁ.,’_\' = - B : o~ = ms :;,J
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Your Data

FollowMe @D

SIM Guardian

SmrtGuard is the ultimate smartphone data and device protection service. Here are some of the highlights :

1 Anti -Spam 7 Automatically remove SMS spam and block unwanted calls with easy to create blacklists.
Backup blacklists for easy transfer to a new smartphone.

1 Anti -Spyware - Protects smartphones and data against the latest viruses and malware with automatic
virus scans and auto updates with the latest virus definitions.

I Secure Your Data - Remotely backup your contacts, call logs, and SMS! Be able toview your data on
our secure web portal. Lost your phone with sensitive data? Be able to wipe it using our Remote wipe
feature!Tr ack Your DevicWiosh LSwmat Goar d, you can use

Meo features to | odceavtiec ean dF rtorma ctkhey oSumr t Guard Port al

t he

feature to view your devicebds appr ox Andraid smariplormeat i on .

SmrtGuard will use GPS coordinates when tracking your device from the web portal or from your
devicebs fAFoll ow Meodo feature. There is also a
permission to track your device.

1 Multi -User Management i With your SmrtGuard account, you can now create a family plan in order
to be able to track yourloved oneds devices for a variety of
Smrt Guar d ac c ounsmarfplmone agdgpermissiorhyourselfdGostrack your child. See Section
6 for more information. Application Transparency 7 Do you know what permissions your apps have
permission to access? Better manage your privacy with Application Transparency. This feature will let
you know what critical data your 3™ party apps have access to and give you the choice to do something
about it.
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2. Setting Up

21 Setingu pyour SmritGuard account  for New Users

Setting up your SmrtGuard account is simple and quick. SmrtGuard allows you the convenience to setup
your account directly on your Android device.

a. Downloading SmrtGuard

Ifyouhavendét already downl oakhérad, yolhoan devenlfoadvt &y peintimgo y o ur
your Android browser here: https://market.android.com/details?id=com.smrtguard&hl=en

b. New User Setup for Free/Trial Users

Once you have installed SmrtGuard on your Android:

1. You first need to activate your device. Open up the SmrtGuard application and click on the
Android menu key. You will see an Activate button T click on that option. You can also click on
any menu option on the main screen to start the setup process.

AiINL T D .= 1:05m

~
SmiGuard

Anti-Spam
App Transparency
Anti-Malware
Backup
Restore
FollowMe

SIM Guardian

| v 5%
(4] ° 9
Activate Share Preference

Figure 2 -1 Start the Activation Process

2. Next, you will be directed to a screen that includes options for First Time User and to Sign In.
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https://market.android.com/details?id=com.smrtguard&hl=en

(If you do not have an account with us)

(If you have an existing account)

Figure 2 -2 Activation Prompt

For first time users, enter in your first name, last name, email that you would like to use, and a
password in the appropriate fields.

**Please note that the email and the password entered on this screen will
respectively be the username and password t o login into the SmrtGuard Web Portal.

o7) ERE@ 1:07em

SmrtGuard-F - z
Sg:‘upuar ree SmifGuard

e email & pas: log on SmrtGuard.com)

Figure 2 -3 Activation s creen for first time users

For security purposes, a verification email will be sent to your purchase email after activation.
You will see a screen prompt informing you a verification email have been sent. Please OK to
continue.
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A verification email has been
sent, please check your inbox
to finish verification process.
You will not be able to backup
or restore until then.

Figure 2 -4 Email Verification Info Prompt

5. Open up the verification email and click on the link at the end of the email. If activation is
successful, you will be directed to a success page. If activation failed, please contact
support@smrtguard.com for help.

¢. Setup for Paid/SmrnGuard Pro Users

For SmrtGuard Pro / Paid users, you will need to validate during the setup process. Please download
and install SmrtGuard onto your Android device.

1. Open up the SmrtGuard application and click on the Android menu key. You will see the option
to Activate T click on that option. You can also click on any menu option on the main screen to
start the setup process.

=] 1:05 pm

\@Buafd
Anti-Spam
App Transparency

Anti-Malware

Backup

Restore

FollowMe

SIM Guardian

[ %
M
@ ) @
Activate Share Preference

Figure 2-5 Start the Activation Process

2. Next, you will be directed to a screen that includes options for First Time User and to Sign In.
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®

-
SmiGuard

(If you do not have an account with us)

(If you have an existing account)

Figure 2 -6 Setup Screen

If a first time user, click on the first time user option and enter in your purchase email to verify
your purchase and also create a password for your account.

**Please note that the purchase email and the password entered on this screen will
respectively be the username and password to login into the SmrtGuard Web Portal.

AIEAY T HFT . ™= 1:06mm
~,
Setup smifGuard

(enter your purchase email above)

Figure 2 -7 Activation Screen for first time user

For security purposes, a verification email will be sent to your purchase email after activation.
You will see a screen prompt informing you a verification email have been sent. Please OK to
continue.
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A verification email has been
sent, please check your inbox
to finish verification process.
You will not be able to backup
or restore until then.

Figure 2 -8 Email Verification Info Prompt

Open up the verification email and click on the link at the end of the email. If activation is
succesdul, you will be directed to a success page. If activation failed, please contact
support@smrtguard.com for help.

22 SetupforExisting Usersor Switching to a New Device

If you are an existing SmrtGuard user and you need to setup your new device for your account, it is

simple.

a. Setting up your existing SmrtGuard account for a new device

1.

Download and install SmrtGuard on your new Smartphone device. You can download from the
Android Marketplace or our website by pointing your mobile web browser to
www.smrtguard.com

Once you have installed SmrtGuard on your phone, open it up and click on any menu option or
click on the Android menu key and select Activate .

You will be brought to the setup page. Click on the Sign In button since you have an existing
account.
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(If you do not have an account with us)

(If you have an existing account)

Figure 2 -9 Activation Screen for existing user

4. Enter your existing username and password for your account.

Figure 2 -10 Existing user login

5. Once your credentials are verified, if you are switching to a new device, a prompt asking if you
want to switch to this new device should appear, press Yes. Your account will be updated with

the new device id.
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Your device seems to have
changed. Do you want to
switch to this new device?

Figure 2 -11 Switching Devices

Regardless if you are switching to a new device or not, a verification email will be sent to your
email address. Click on the link in the email to complete the setup process and you can begin to
use SmrtGuard!
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3. SmrtGuard Anti  -Spam and Call Blocker

31 Whatare Anti -Spam and Call Blocker?

For Android devices, SmrtGuard provides the ability to automatically remove SMS spam and block
unwanted calls with easy-to-create blacklists. You can even backup the blacklist to our server for easy
transfer to a new smartphone device.

32 HowtoUseAnt -Spam for SMS and Call Blocker

The SMS AntiSpam feature can be easily setup on the device application by adding the numbers to the
blacklist. Once they have entered the numbers, any new incoming SMS will be removed.

Step 1. Open up the SmrtGuard device application.

Step2. On t he Main Menu,Spdmd ko ptni arh.e fAANt i

Step 3. Once on the blacklist screen, press on your Android menu key to bring up the sub-menu.

Step4. Ei t her select fAAdd SMS to Blacklisto or fAAdd Phol

Afl9 AM@ 10:02
_ ~,
SmriEGuard

Black Listed SMS Numbers

E

Black Listed Phone Numbers

VB

&

Add SMS To Blacklist | Add Phone To Blacklist

Figure 3 -1 Add to Blacklist

Step 5. Enter the phone/SMS number you wish to block. The input box should also auto-complete with
the SMS/phone numbers that you have received.

AFl9 BEM@ 10:15

Enter Phone Number

Enter Number:
2 ABC 3 DEF
5 KL 6 mMNO

DEL

8 1wy 9 wxvz &

0o+ ., &

Figure 3 -2 Enter Numberto Blacklist
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33

Step 6. After adding the numbers, your blacklist will be active. Note that any time a call or SMS text
message has been blocked, the notification bar will indicate the number of times blocked.

CurentIssueswith  Anti -Spam and Call Blocker

Please note that for CDMA Android devices, there are issues with call blocker working properly and we
are looking into the issue. Check out our support page at www.smrtguard.com/support_kb_droid.jsp
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4, SmrtGuard Anti  -Spyware

41 Whatisthe Anti  -Spyware feature?

SmrtGuard now protects your Android smartphones against the latest viruses and malware with automatic virus
scans and auto updates with the latest virus definitions.

4.2 Howtousethe Anti  -Spyware feature

The Anti-Spyware scan can be enabled on the device application.

Step 1. Open up the SmrtGuard device application.

Step2. On t he Main Menu,Spy warke o no pthieo Mi.Ant i

Step 3. Once on the Anti-Spyware screen, set the frequency and time according to your preference.
Afl@ g M@ 1004

e ~,
SmifGuard
Automatic Malware Scan

Malware Scan Status

Applications No Thre

JAutomatic Malware Scan In 21 Hours

Figure 4 .1 Setup Scanning

Step 4. If a scan picked up a potential spyware or virus, an alert screen will appear giving you the options to
delete the specific application or ignore it.

ABT & Ml @ 10:22
~ -
SmifGuard
Automatic Malware Scan

A9 M@ 1042

~ ~,
Sm#Guard

SmrtGuard Scan Alert!

. mobile_spy
and

I
- If

Malware Scan Status

Applications Mo Threat Foul

Delete Selected Ignore Selected

E—
Figure 4 .2 Anti -Malware Detected
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5. Application  Transparency

When you download an app from the marketplace, do you take the time to read what permissions it has access
to? Did you know that m any Android apps have access to the sensitive information on your phone such as your

current location, your personal data, and even your SMS text messages? With SmrtGu ar d 6 s Appl i ca

Transparency feature, you can better manage your privacy by learning what permissions the individual apps on
your phone have access to. If an app is requesting information that looks suspiciousor you donot
is accessing, the feature gives you the option to delete it or report it to us.

5.1 Howto View Application Permission Categories
Step 1: Open the SmrtGuard application on your Android device.

Step 2: Select the App Transparency menu item.

Step 3: The default screen that displays are the list of 3™ party apps that have access to your SMS/MMS
messages.

D) g 36, w1
mifGua
a pplication Transparency
Access to Messages
hese apps can access your SMS / MMS.

4 "
f. Sync Service
Al

-'%',’-A VZ Navigator
b3y

E‘a City ID

Slacker

4 33 Retro Pixels
T

®, VCAST Apps

@ SmrtGuard

Figure 5-1 Apps that have access to your messages

Step 4: Select the dropdown menu and choose which permission category you would like to view and
what apps have that specific permission.

Figure 5 -2 Select Permission Category
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